
Beyond Tit-for-Tat: New Techniques for Collaboration in Network Security Games

Motivation and Problem: How can we ensure collaboration on the Internet, where populations are highly
fluctuating, selfish, and unpredictable? We propose a new algorithmic technique for enabling collaboration in
network security games. Our technique, Secure Multiparty Mediation (SMM), improves on past approaches
such as tit-for-tat in the following ways: (1) it works even in single round games; (2) it works even when
the actions of players are never revealed; (3) it works even in the presence of churn, i.e. players joining and
leaving the game.

In our SMM approach, advice is generated by using a mediator, which is an algorithm that generates
private advice for each player in the game. The mediator can be implemented in a completely distributed
fashion by using techniques from secure multiparty computation. After receiving advice, each player decides
on an action. The players retain free-will and so will follow the advice only if it is their best interest to do so.
In preliminary work, we have shown that this approach significantly improves social welfare in a well-studied
network security game, the virus inoculation game. We emphasize that the SMM approach does not require
the exchange of money or other resources.

Intellectual Merit: Our proposed research will push the frontier of knowledge about collaboration in game
theory by exploring the idea of improving social welfare through the use of a mediator. The concept of a
mediator has been known in the economics community for many years. However, we will design mediators
that are more sophisticated algorithmically than those proposed in the economics literature: they will be
specifically designed to work for large-scale networks, and will use tools from distributed computing, cryp-
tography and randomized algorithms. Moreover, we will use analytical tools from the algorithmic game
theory community to quantify the success of our mediators. Our goal in this proposal will be to:

• Design mediators for several important games and prove that they improve social welfare. A partial
list of games we will consider along with the goal of the mediator in each of them are as follows:

– Virus Inoculation: Ensure that the nodes in a network inoculate against a virus in such a way
that few nodes are infected, even when it costs each node to inoculate.

– Robust Network Creation: Create a network that is very likely to stay connected if up to a
constant fraction of the nodes in the network are deleted, even when it costs each node to
create a link.

– Contention Resolution: Allow a group of players to send over a single channel with little con-
tention, even when it costs each player to wait for the channel.

• Determine necessary and sufficient conditions that must hold in a game for the social welfare in that
game to be improved by use of a mediator.

• Design scalable distributed algorithms for implementing a mediator. These algorithms will be scal-
able in the sense that 1) their latency is at most polylogarithmic in n; and 2) the number of bits
sent by any player is O(

√
n), where n is the number of players in the game. Current techniques for

implementing a mediator require O(n) bits sent per player.

Broader Impact: Success in this project will lead to development of a new mathematical tool for addressing
security problems. The power of collaborative techniques will likely increase as the world’s information
infrastructure becomes increasingly connected. Thus, such a tool could significantly improve the security of
the world’s computer networks.

Research results from this proposal will be incorporated into lectures and a project in a security class
that has just been created in our department. Game theory is beguiling to students and attracts attention
in popular culture (cf. the movie “A Beautiful Mind”). Thus, success in incorporating game theory into a
security class will likely attract and retain more talented students into security research. Game theory is
also an important conduit between academic disciplines. Significant mathematical results in this area are
likely to be of interest to other disciplines such as economics and biology.

New Mexico is an EPSCoR state and the University of New Mexico is one of only two universities in the
nation that is both a Minority Serving Institution and a Carnegie Very High Research Activity university.
We will make every effort to include women and minority students in this project.


